[Ipunoxenne Nel
K pekoMeHnaanuu «lIpaBa iuneH3uara Ha IPOrpaMMHOE 00eCIIEUEHUE.
Buabl munen3uii Ha mporpaMMHoe odecrevyeHne U NX XapaKTepHCTHKH.

Bcee munensun Ha I1O nensites Ha aBa Kiiacca:

1) Jlunien3un Ha mnpomnpuerapHoe (OT aHTJMICKOro proprietary — «COOCTBEHHHYECKOE») - 3TO
HECBOOOIHOE (rommepueckoe) [1O, kOTOpoe TPUHAMISKHUT U PACHPOCTPAHSACTCS BIAACIBIEM IpaB Ha
WHTEIUICKTYaTbHYIO0 COOCTBEHHOCTD MM YHOTHOMOYEHHBIM UM JTUIIAMH.

2) nmurensun Ha cBoOOaHOE I1O ¢ OTKPBITEIM HCXOMHBIM KOOM.

1. HecBo6oanoe I10, Tak:ke uMeHyemoe nponpuerapaoe [1O

IIponpuerapuoe I1O Ha3bIBalOT ¢ 3aKPBITHIM MCXOAHBIM KOAOM H3-3a €T0 3aKpPBITOTO XapakTepa, MOCKOIbKY
UCXOJHBIA KOJ OcTaeTcs KOH(MUACHIMAILHBIM U SIBISIETCS COOCTBEHHOCTBIO KOMITAHHMH, KOTOpasi €ro cosjaia, ero
HEJB3s1 CBOOOIHO HM3MEHSTh, PACIPOCTPAHITh MIM MOIy4aTh K HeMmy AOCTyI, kKak K [IO ¢ OTKPBITBIM MCXOJHBIM
komoM. PaszpaboTka W  0OCHyXHBaHHE KOMMEPYECKOTO MPOTPAaMMHOTO  OOECHEeUeHHs KOHTPOIHUPYIOTCS
UCKITIOYUTENBHO KOMITaHMSIMU-Pa3pabOTUNKaMHU MTPOrPaMMHOTO 0OECIeUeHHs, YTO JAeT MM TOJHBIH KOHTPOIb HaJ
ero (pyHKIMAMEU, OOHOBIICHUSIMH U PAacIpOCTpaHeHneM. PacmpocTpaHseTcs 1o JUISH3UH WX 110 MOAMNCKE, KOTopas
OTPaHMYMBAET €r0 HCIOJIb30BaHHE, KOHTPOJHPYETCS KIIOYaMU 3allUThl W/HIH TPOBEPKaMHU (ayouTom)
HEJMIICH3MOHHOTO HCIONB30BaHMS WM HECOOTBETCTBUS JIMIIEH3MOHHOTO 00beMa, OIIaunBaeTcsi (PUKCUPOBAHHBIMH,
MEPUOAMYECKUMH WM TUTATE)KaMH IO TOATMHCKE, MOXXET WMETh BO3MOXHOCTh JUCTAHIIMOHHOW OmokupoBku. Kak
MPABHJIO COJEPXKAT OTPAHWYCHUS B WCIOJIB30BAaHHH KOHKPETHBIM KOMITHIOTEPOM WIIM OTpaHHUYCHHE KOTHPOBAHUS
TOJIBKO CO3/IaHueM pe3epBHbIX Komuil. [Ipumepamu npomnpuerapHoro 10 sBrsrores:

a) obmenoctymnnoe I10 omepalioOHHBIX CUCTEM

Microsoft Windows: Ot1o omepamuoHHass cHcTeMa, pa3paboTaHHas KomImaHued Microsoft, mmpoxo
MCTIONb3yeMast MTOJIb30BaTEIIMHU 10 BceMy Mupy. COTIIacHO MOJUTHKE TUIeH3upoBanus Microsoft, 4ToObI o0ecnednTh
JIUIICH3UOHHOE COOTBETCTBHE B cBoel WM T-unpacTpykrype, opraHuzanuyu HeoOXOAMMO BECTH YYeT 3aKYIUICHHBIX U
WCTIONB3yEeMbIX (Ha3HAUYEHHBIX ) JIUICH3UH, U, B CIIy4ae HEOOXOAUMOCTH, TIepePaCIIPEIeIsITh UX.

macOS: OnepaimonHas cUcTeMa, Co3JaHHast KoMTaHuel Apple u ucrons3yemast Ha KoMrbroTepax Macintosh.

0) [Ipumeps! MporpaMMHOTO 0OecTieYeHNsT TSl IPOSKTUPOBAHMS U TIPOSKTUPOBAHUS

AutoCAD : 3amaTeHTOBaHHOE MpPOrpaMMHOE OOeCleYeHHe JUIi ABTOMATH3UPOBAHHOTO IPOSKTHPOBAHUS
(CAIIP) or Autodesk. AutoCAD mupoko HCHONb3yeTcss B apXHUTEKTYpe, MALIMHOCTPOCHHU M CTPOMUTENBCTBE IS
co3gaHus TOYHbIX 2D- u 3D-Mmoxeneit

SolidWorks : mporpammHoe obecriedeHue Juisi aBTOMatuzupoBaHHoro 3D-mpoektupoBanusi oT Dassault
Systémes MMPOKO HCIIONB3YeTCs] B MAIIMHOCTPOCHUU W TPOSKTHUPOBAHWH W3CIUN JUIsl CO3MaHUS CIOXKHBIX 3D-
MoOJIeJIEr

Kaxnpiii mpaBooOiagarens BHIpabaTHIBAET CBOK COOCTBEHHYIO MOJIMTHKY JIMIICH3UPOBAHUS, HO TPAKTHUECKH
BO BCEX TaKHX JIMIIEH3UAX COJEPKUTCS 3ampeT Ha 00y MOTU(MUKAIUIO ITPOrPaMMHOTO KOJa, €CITH TOJBKO TaKas
Monu(UKanMs HE paspelieHa NpsMO B 3aKOHOJATENhCTBE (HAMpHUMEp, agalTalnys MporpaMMbl).YCIOBHE O
BO3MOXXHOCTH TPOBEICHUS TPOBEPKM (ayauTa) MPOrpaMMHOr0 oOecreueHUs B 00OOIICHHOM BHUE BBITIAIUT TaK:
"MPeIOCTaBIAET MPaBO JMIICH3MApa MOTPeOOBaTh OT JIMIIEH3WATA MPEIOCTABJIICHUS HEOOXOIUMBIX JIOKYMEHTOB H
JAHHBIX, TI0 KOTOPBIM MOXHO OIPEIENUTh COOTBETCTBHE OOBEMOB (PAKTHUECKH HCIIOIB3YEMOTO MPOTPAaMMHOTO
oOecrnedeHuns: KOJIMYECTBY 3aKyTJICHHBIX JHUIIEH3MH, a TakKe (PakT COOIIOCHHSI WHBIX OTpaHUYEHUH JTUIEH3HOHHOTO
nmorosopa” .

Haunbonee 3HaYMTENFHBIM CIIEICTBHEM NPHUMEHEHMsS NPOIPHUETAPHON JUIEH3UU SABJSIETCS TO, YTO KOHEUHBII
M0JIH30BaTENb 00sI3aH NPUHATH TaKKe COTJIAIllEHHE Nepesl YCTAaHOBKOW WM MCIojb3oBaHueM Takoro I10, tak kak mo
3akoHy BiagenbleM 10 sBisercs He OH, a U3/1aTeNb MPOrpaMMbl. B cirydae oTka3a MpUHATH JTUIEH3HUIO TOJIh30BATEh
BOOOIIE HE MOXKET paboTaTh C IPOTrPaMMOH.

Tepmun nponpueraproe ucnoias3oBal B "T'OCT P ICO/MBK 27002-2021. MabopMaMOHHBIE TEXHOIOTHH, B
ITocranosnennn Cy/aa 10 HHTEIEKTYaNbHBIM mpaBaM oT 25.09.2023 N C01-1677/2023 mo neny N A14-21337/2021.
Perymupyercst Hopmamu cT. 1286 'K POD.

2. Cgoboguoe I10.



Crobomnoe [1O ¢ OTKPBITHIM UCXOTHBIM KOJOM MOXKET JIETATBHO 3aITyCKaTh, MOTU(MHUITIPOBATH M PACIIPOCTPAHATE
HEOTpaHMYCHHOE KOJIMYECTBO TOJb30BaTeNei. JIWIeH3naT BIpaBe WCIONB30BAThH MPOTPaMMBI C JIFOOOH IIeJbio,
aJIanTUPOBATh TOJ MHAMBHAYAJIbHBIE 0COOEHHOCTH KOMITAHUH-TIOIB30BATENs, PacHpOCTPaHsATh KOMUH MPOrPaMMEI
KaK C HCXOJHBIM, TaK M C W3MEHEHHBIM KOIOM, MOTU(PHUIHMPOBATh M HCIPABIATH NPOTpaMMbl C J00aBICHHUEM
nHbOpMAIHN 0 MOAV(DHUIIMPOBAHHBIX (ailnax v myOIuKaIws ee B OOIHNA JOCTYII.

HaGopsr mporpaMMHBIX KOJOB, OTKPBITHIX II0 PA3HOTO BHIAa CBOOOIHBIM JTUIEH3MAM, TIPEICTABIAIOT COOOH IO
CYyTH €AMHYI0O MHPOBYIO MmiardopMmy, TO €cTb cBOeoOpasHbIH "Marepuan', HCHOJIB3yeMBId B AajbHEHIIEM s
coznanus nepepadotannoro 110 u okazaHus yciyr.

[TpumepoM CBOOOAHOTO NPOTPaMMHOTO OOECTEeUYEHHUs SABISIOTCA OIEpaliOHHBIE CHCTEMBI cemeiicTBa Astra
Linux, xoropeie BHeapsiercs B Poccum B kauectBe anpTepHaTuBbl Microsoft Windows. Takum o6Gpa3om, eciu
OpraHM3anys MPUOOPETAET JIMIEH3NIO Ha MPABO YCTAHOBKH W WCIOJIB30BAHHS OMEPAMOHHON CHCTEMBI Ha3HAYCHUS
Astra Linux Special Edition, ycranoBka KOTOpO#l B aBTOMaTHYECKOM PEKHUME O3HAYAET aBTOMATHYECKOE MPUHSTHE
JUICH3NOHHOTO COTJIAIIEHHs, TO OpTraHW3alys HE TMPU3HAET AaKTUB, MOCKOIBbKY ykasanHoe [IO sBmseTcs
00IIIeTOCTYITHBIM.

[TonHbIM aKTyalM3MPOBaHHBINA MEpedYeHb JTUIEeH3uH Ha cBoOoaHoe I10, a Takke TexHHUYECKas JTOKYMEHTALHS
JUTSI TIOJIh30BaTelIC U pa3pabOTUYMKOB JOCTYIHBI Ha caiite @onma CBoboHoro [Iporpammuoro Obecnieuenus (Free
Software  Foundation) B  wuH(DOpPMaNMOHHO-TEIEKOMMYHUKAIMOHHOW  cetn  «MHTepHeT» 1O  ajapecy
https://mwww.gnu.org/licenses/license-list.en.html.

Kak mpaBuio, cama pa3zpaboTka mpemjiaraercsi OecIUIaTHO, a KOMMEPIHAIM3UPYETCs OHAa 3a CUET MOIACPKKUA H
KaCTOMH3AIIHH.

B 2022 rony B Poccuiickoit ®deaeparun ObIT HaYaT SKCIIEPUMEHT 110 MPEJOCTABICHHIO MTPaBa HCITOIB30BAHU
nmporpaMm JJisi SJICKTPOHHBIX BBIYUCIWUTCIBHBIX MAalllMH, aJITOPUTMOB, 633 JaHHBIX (I[anee - HOporpaMmMHO€
o0ecrieyeHne) U JOKYMEHTAIlMU K HUM, B TOM YHCIIEe HCKIIOUUTEIbHOE MIPaBO HA KOTOpPBIC MPUHAAICKUT Poccuiickoit
Oenepanyn, Ha YCIOBUAX OTKPBITON JUIIEH3NU U CO3/IaHUIO YCIOBUH IS HCIIOJIE30BAHUSI OTKPBITOTO MPOTPaMMHOTO
oGecreueHus. *

B 2023 roay moyst KOMMEPUYECKOIrO MPOrpaMMHOro obecnedenus Ha 0aze oTkpeiToro koga (Commercial Open
Source Software, COSS) B poccuiickux koMnanusx pocturia 12%. [ns cpaBHeHus, roIOM paHee 3TOT MOKa3aTelb
pasasIcs 4%.

3. Ilpumepsl ri1odaabHbIX c6oeB B padore I10 y M eH3MATOB.

[Tpumeps! rinobanbHbIX cOoeB B padore [10 y nuIeH3uaToB MO BCEMY JEMOHCTPUPYIOT, UTO KPUTEPUH
OLICHKM KOHTpPOJISl JIOJKHBI OLIEHHWBATbCA C BCE OOJbIIEH OTBETCTBEHHOCTHIO U HMAECHTU(ULUPOBATHCA
aKTUBBI TEXHOJIOTMUECKON 3aBUCUMOCTH Ou3Heca oT [10 ¢ qoMuHMpYIOLIEM MTOJI0)KEHHEM Ha PhIHKE:

- unrwoap 2022 cboii B ycrpoiictBax Microsoft uz-3a I1O rmobansHOro paszpadorunka CrowdStrike.
Co6oit 3atponyn Takue nporpammbl, kak Microsoft Azure, Microsoft Defender, Microsoft Intune, Microsoft
OneNote, OneDrive for Business, SharePoint Online, Windows 365, Viva Engage, Microsoft Purview,
PowerBI, Microsoft Fabric, Microsoft Teams u Microsoft 365 admin center.

- mait 2017 kubeparaku WannaCry Ha KOMITBIOTEpHI ¢ oNlepallioHHOM cuctemoit Microsoft Windows

Hogeie ¢pynknuu MU, BctpauBaemslie B [10, emte Oonbliie 1€MOHCTPUPYIOT, YTO JIMIIEH3UAT HE UMEET
rapanTuii Oe3omacHocTH JuieH3upyemoro [10, BakHyr0 HHPOPMAIMIO MOXHO YKPACTh OJHHUM MaXOM,
HAJISKHOCTh MIM(POBaHHS JAHHBIX MO BOIPOCOM, IUIOXO KOHTPOIUPYIOTCsS Komuu. Tak, B uione 2024
omacHoctH WU-pynkumu Recall ams Microsoft Windows Copilot+ Recall okpectunu «kommapom
6€30MacHOCTHY. 2

! MocranoBrenue IIpaBurenscTBa Poccuiickoit denepanun ot 10 okTa0pst 2022 Ne1804
2 [Nompo6Hee MokHO rounTath y Kacrepekuit https://www.kaspersky.ru/blog/how-to-disable-copilot-recall-spyware/37755/



https://ru.wikipedia.org/wiki/Microsoft_Windows
https://www.tadviser.ru/index.php/%D0%A1%D1%82%D0%B0%D1%82%D1%8C%D1%8F:%D0%9F%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D0%BE%D0%B5_%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%B8%D0%B5
https://www.rbc.ru/technology_and_media/19/07/2024/669a1b369a79474de1199d8a
https://www.kaspersky.ru/blog/how-to-disable-copilot-recall-spyware/37755/

